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PUBLIC TESTIMONY: The presiding chair shall designate whether public testimony will be taken
at the beginning of the meeting, at the time the related item is taken up by the Board after
staff has presented the item, or any other time. For procedures on testifying, please go to
http://www. thecb. state. tx.us/public testimony.

I Welcome and Committee Chair’s Opening Remarks

II. Consideration of Approval of the Minutes from October 25, 2017, Committee
Meeting

III. Public Testimony on agenda items relating to the Agency Operations
Committee
IV. Agency Operations

A. Report on grants and contracts, including those exceeding $1 million

B. Update on the key initiatives recommended by NTT Data regarding the Agency
Cyber Security Framework
V. Finance

A. Review of the Year to Date Fiscal Year 2018 Financial Report to the Board

VI. Compliance Monitoring

A. Update on Compliance Monitoring Reports and Activities
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VII. Internal Audit
A Consideration of approval of the updated Internal Audit Charter

B. Update on Internal Audit Reports and Activities

VIII. Executive Session

A. Pursuant to Texas Government Code Section 551.071, Consultation with
Attorney, the Agency Operations Committee will meet in closed session to discuss and receive
its attorney’s advice on legal matters relating to Agenda Item VII-B(4)

The Texas Higher Education Coordinating Board Agency Operations Committee may convene in
Executive Session at any point in this meeting, concerning any item listed in the agenda or to
seek or to receive its attorney’s advice on legal matters related thereto, pursuant to Texas
Government Code Ann. 551.071.

Note. The Board will not consider or act upon any item before the Agency Operations
Committee at this meeting. This meeting is not a regular meeting of the full Board. Because the
number of Board members who may attend the committee meeting may create a quorum of
the full Board, the meeting of the Agency Operations Committee is also being posted as a
meeting of the full Board.

Texas Penal Code Section 46.035(c) states. "A license holder commits an offense if the license
holder intentionally, knowingly, or recklessly carries a handgun under the authority of
Subchapter H, Chapter 411, Government Code, regardless of whether the handgun is concealed
or carried in a shoulder or belt holster, in the room or rooms where a meeting of a
governmental entity is held and if the meeting is an open meeting subject to Chapter 551,
Government Code, and the entity provided notice as required by that chapter.” Thus, no person
can carry a handgun and enter the room or rooms where a meeting of the THECB is held if the
meeting is an open meeting subject to Chapter 551, Government Code.

Please Note that this governmental meeting is, in the opinion of counsel representing THECB,
an open meeting subject to Chapter 551, Government Code and THECB is providing notice of
this meeting as required by Chapter 551. In addition, please note that the written
communication required by Texas Penal Code Sections 30.06 and 30.07, prohibiting both
concealed and open carry of handguns by Government Code Chapter 411 licensees, will be
posted at the entrances to this governmental meeting.

AN EQUAL OPPORTUNITY EMPLOYER



Committee on Agency Operations

AGENDA ITEM I

Welcome and Committee Chair’s Opening Remarks

Mr. John Steen, Chair of the Committee on Agency Operations, will provide the
Committee an overview of the items on the agenda.
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Committee on Agency Operations

AGENDA ITEM II

Consideration of Approval of the Minutes from October 25, 2017, Committee meeting

RECOMMENDATION: Approval
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DRAFT

TEXAS HIGHER EDUCATION COORDINATING BOARD
Agency Operations Committee

Wednesday, October 25, 2017

Board Room, 1st Floor
Room 1.170

2:00 p.m.
1200 East Anderson Lane, Austin, Texas

The Committee on Agency Operations convened at 2:00 p.m. on October 25,
2017, with the following members present: John Steen; presiding; Javaid Anwar;
Fred Farias; Stuart Stedman; and Annie Jones (Ex-Officio)

Members absent were: Ricky Raven

AGENDA ITEM

ACTION

I. Welcome and Committee Chair’'s Opening
Remarks

Chair John Steen called the meeting of the
Agency Operations Committee to order.

II. Consideration of Approval of the Minutes from
July 26, 2017, Committee Meeting

On a motion by Mr. Stedman, seconded by Mr.
Anwar, the Committee approved the July 26, 2017,
Agency Operations Committee meeting minutes.

III. Public Testimony on Agenda Items Relating to
the Committee on Agency Operations

No action required.

IV. Agency Operations

A.  Consideration of adopting the staff’s
recommendation to the Committee relating to an
amendment to the Board Operating Policies and
Procedures

On a motion by Mr. Anwar, seconded by Dr.
Farias, the Committee approved the amendment to
the Board Operating Policies and Procedures.

B. Consideration of adopting the Commissioner’s
recommendation to the Committee relating to proposed
amendments to Chapter 25, Subchapter A, Section 25.4 of
Board rules concerning the Optional Retirement Program
(Senate Bill 1954, 85th Texas Legislature, Regular
Session)

On a motion by Mr. Stedman, seconded by Mr.
Anwar, the Committee approved the proposed
amendments to Chapter 25, Subchapter A, Section
25.4 concerning the Optional Retirement Program.
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AGENDA ITEM

ACTION

C.  Report on grants and contracts, including those
exceeding $1 million

No action required.

D. Update on the key initiatives recommended by NTT
Data regarding the Agency Cyber Security Framework

Ms. Zhenzhen Sun, Assistant Commissioner for
Information Solutions and Services, and Mr. John
House, Information Security Officer, presented an
update to the Board on the progress made on
implementing the key initiatives recommended by
NTT Data. This item did not require any action.

V. Finance

A. Review of the Year to Date Fiscal Year 2017
Financial Report to the Board

Mr. Ken Martin, Assistant Commissioner for
Financial Services/CFO and Linda Battles, Deputy
Commissioner for Agency Operations and
Communications/COO presented this item to the
Committee. This item did not require any action.

B. Consideration of the adopting the staff’s
recommendation to the Committee to issue a Request for
Proposals (RFP) for the selection of a vendor for postage
services relating to the student loan program

On a motion by Mr. Stedman, seconded by Dr.
Farias, the Committee approved the issuance of a
Request for Proposals (RFP) for the selection of a
vendor for postage services relating to the student
loan program.

C. Consideration of adopting the staff’s
recommendation to the Committee to issue a Request for
Proposals (RFP) for selection of a vendor for Financial
Advisor for the agency’s student loan program

On a motion by Dr. Farias, seconded by Mr.
Anwar, the Committee approved the issuance of a
Request for Proposals (RFP) for selection of a vendor
for Financial Advisor for the agency’s student loan
program.

D. Consideration of adopting the staff’s
recommendation to the Committee to issue a Request for
Proposals (RFP) for selection of a vendor for bond counsel
relating to the performance of legal services for the
agency for the student loan bond program

On a motion by Dr. Farias, seconded by Mr.
Anwar, the Committee approved the issuance of a
Request for Proposals (RFP) for selection of a vendor
for bond counsel relating to the performance of legal
services for the agency for the student loan bond
program.

VI. Internal Audit

A. Discussion regarding the pros and cons of auditor
rotation for external audit of agency-wide financial
statements

Mr. Mark Poehl, Director of Internal Audit and
Compliance presented this item to the Committee.
This item did not require any action.
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AGENDA ITEM ACTION

B. Update on Internal Audit Reports and Activities Mr. Mark Poehl, Director of Internal Audit and
Compliance presented this item to the Committee.
This item did not require any action.

VII. Compliance Monitoring

A. Update on Compliance Monitoring Reports and Mr. Mark Poehl, Director of Internal Audit and
Activities Compliance presented this item to the Committee.
This item did not require any action.

With no further business, on a motion by Mr. Anwar, seconded by Dr. Farias, the meeting adjourned at
approximately 3:25 p.m.

AOC Minutes 10/2017 3




Committee on Agency Operations

AGENDA ITEM III

Public Testimony on agenda items relating to the Agency Operations Committee

RECOMMENDATION: No action required

Background Information:
PUBLIC TESTIMONY: The presiding chair shall designate whether public testimony will

be taken at the beginning of the meeting, at the time the related item is taken up by the Board
after staff has presented the item, or any other time as determined by the presiding chair.
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Committee on Agency Operations

AGENDA ITEM IV-A

Report on grants and contracts, including those exceeding $1 million

RECOMMENDATION: No action required

Background Information:

Title 19 Texas Administrative Code, Rule 1.16(j) establishes that any contract for the
purchase of goods or services that exceeds $1 million may be entered into only if the contract is
approved and signed by the Commissioner, to whom the Board, by virtue of this rule, delegates
such approval and signature authority. In addition to the Board receiving a quarterly report on
Contacts Executed by the Agency in Accordance with Board Rule 1.16, the Coordinating Board
staff would like to also provide the Board a quarterly report highlighting and listing all grants
and contracts exceeding $1 million.

Bill Franz, General Counsel will be available for questions.
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Committee on Agency Operations

Agenda Item IV-B

Update on the key initiatives recommended by NTT Data regarding the Agency Cyber Security
Framework

RECOMMENDATION: No action required

Background Information:

Senate Bill 1134, 83rd Texas Legislature, required the Texas Department of Information
Resources (DIR) develop strategies and a framework for the securing of cyber infrastructure by
state agencies. DIR subsequently worked with a committee of agency representatives and
private sector reviewers to develop a framework and template that can help agencies comply
with requirements.

In 2016 DIR contracted with NTT Data, Inc. to conduct an assessment of the alignment
of state agencies’ cybersecurity infrastructure with the Texas Cybersecurity Framework. NTT
Data, Inc. consultants performed an assessment of the THECB's cybersecurity infrastructure
between April and June, 2017, and presented their findings and recommendations to the Board
in a Special Called Board meeting on June 28th, 2017.

Ms. Zhenzhen Sun, Assistant Commissioner for Information Solutions and Services, and

Mr. John House, Information Security Officer, will update the Board on the progress made so
far on the key initiatives recommended by NTT Data and will be available to answer questions.
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Committee on Agency Operations

AGENDA ITEM V-A

Review of the Year to Date Fiscal Year 2018 Financial Report to the Board

RECOMMENDATION: No action required

BACKGROUND INFORMATION:

During each quarterly committee meeting, the Finance Department provides a financial
report summarizing the agency’s fiscal year to date budget and financial activities. This is a
financial management report that is developed for both agency and board use. Staff may
revise this report periodically to present the most relevant information.

Key points:

e This report reflects data for the period of 9/1/17 through 11/31/17 for the 2018
appropriation year.

e This is the first report for fiscal year 2018, the first year of the 2018/2019 biennium.

e The report is distributed to agency executive management on a monthly basis.

e Report overview:

O

Three months of the 2018 fiscal year are reflected in this report. Expenditures
and encumbrances will continue to increase as the year progresses. Many of the
programs have contracts that require Board or committee approval.

The Coordinating Board sold Private Activity General Obligation bonds in
December, 2107. This was a result of the Board approved bond resolution from
the July 27, 2017 board meeting. The results of the sale are as follows: The
total proceeds were $170.2M ($155.7M in principal and $14.5M in premium).
The True Interest Cost was 3.11% and average coupon rate was 3.87% vs. the
previous 2016 series of 4.11%/5.27% respectively. The estimated proceeds of
this bond sale are currently reflected in the Loan Fund cash balances in the loan
program section of this report.

Student loan demand for the current academic year is 11% lower than the
previous year. This is mainly related to the interest rate increase from the 2016
bonds.

One additional FTE was added to the OAG Collection Team staff for 2018. The
goal is to increase the focus and cash collections from defaulted loans.

Since it is still early in the fiscal year, there are no notable items to discuss
relating to specific trusteed programs.
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Agenda Item V-A
Page 2

o In the previous meeting, a review was provided to discuss the connection
between the agency strategic five year plan, the legislative appropriation request
and the agency operating budget. A walk through of the contents of each
section of this report will be provided to continue the previous discussion.

Ken Martin, Assistant Commissioner for Financial Services/CFO will present this item to
the committee.

01/18



Committee on Agency Operations

AGENDA ITEM VI-A

Update on Compliance Monitoring Reports and Activities

RECOMMENDATION: No action required

BACKGROUND INFORMATION:

Update on Compliance Monitoring Reports
The Compliance Monitoring team completed eight projects during the reporting period since the
October 2017 Agency Operations Committee meeting. The final reports are attached.

Formula Funding Engagements Completed

A Follow Up Audit of Formula Funding at North Central Texas College (no findings)

A Compliance Desk Review of Formula Funding at El Paso Community College (no findings)

A Compliance Monitoring Desk Review of Formula Funding at Cisco College (one finding)

A Compliance Audit of Formula Funding at The University of Texas Southwestern Medical Center (no
findings)

A Compliance Audit of Formula Funding at Northeast Lakeview College (no findings)

A Follow Up Audit of Formula Funding at South Plains College (no findings)

Financial Aid Engagements Completed
A Second Follow Up Audit of TEXAS Grant at Clarendon College (no findings)
A Follow Up Audit of the Tuition Equalization Grant at East Texas Baptist University (no findings)

Projects In Progress Stage of Project
Tarleton State University — TEXAS Grant Follow Up Fieldwork
Kilgore College — Formula Funding Fieldwork
Texas Southmost College — TEXAS Grant Follow Up Planning
Texas State Technical College — Waco — TEXAS Grant Follow Up Planning
Del Mar College — Formula Funding Planning
Doctor’s Hospital at Renaissance — Graduate Medical Education Planning

Other Compliance Monitoring Activities
» Prepared FY 2017 Compliance Performance Measures
> Hired new Compliance Monitoring Specialist

The final reports are attached. Mark Poehl, Director of Internal Audit and Compliance will
present this item to the Committee
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Committee on Agency Operations

AGENDA ITEM VII-A

Consideration of approval of the updated Internal Audit Charter.

RECOMMENDATION:  Approval

BACKGROUND INFORMATION:

The International Standards for the Professional Practice of Internal Auditing are the
standards that govern Coordinating Board Internal Audit, and the Texas Internal Auditing Act
requires that we comply with these professional standards. The Internal Audit Charter is
required by the standards and requires periodic revision to reflect changes in the standards and
re-affirmation by the Board. The Internal Audit Charter is a formal document that defines the
Coordinating Board Internal Audit’s purpose, authority, and responsibility. The Internal Audit
Charter establishes the Internal Audit’s position within the organization; authorizes access to
records, personnel, and physical properties relevant to the performance of engagements; and
defines the scope of internal audit activities.

Compared to the current IA Charter, the proposed 2018 IA Charter is reorganized, and
includes expanded text for some existing elements as well as additional elements. Although, the
proposed IA Charter includes many of the same elements as the current IA Charter, many
elements are stated in a different way. In some cases, the phrases and words are the same, in
other cases they are completely different, but cover the same concept.

Key enhancements to the proposed 2018 Internal Audit Charter include:

e The proposed 2018 IA Charter uses a model published by the Institute of Internal

Auditors.

e The proposed charter incorporates any changes to auditing standards since 2013.

New elements added to the proposed Charter are highlighted in yellow.

e Other key differences include:

o The proposed Charter adds requirements to report conformance to the Code of
Ethics and Standards to management and the board.

o The proposed Charter adds specific authority from the Board for the audit
department to fulfill its duties, as well as a duty to receive communications from the
Director, Internal Audit and Compliance, and a duty to make inquiries regarding
inappropriate scope or resource limitations.

o The proposed Charter gives precedence of the IA Charter over THECB policies and
procedures, with conflicts either resolved or communicated to management and the
board.

o The proposed Charter adds additional details on independence and objectivity
determination and reporting.
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Agenda Item VII-A
Page 2

o The proposed Charter adds a requirement that the Director, Internal Audit and
Compliance periodically report any response to risk by management that may be
unacceptable to the THECB.

o The proposed Charter details various typical Director, Internal audit and Compliance
responsibilities.

o The proposed Charter adds a specific requirement for the IA department to maintain
a quality assurance and improvement program.

The proposed Charter and the current version (2013) are included as “"PROPOSED 2018"
and "CURRENT 2013.” Both a clean copy and a highlighted version (showing new elements) of
the proposed IA Charter are included. Mark Poehl, Director of Internal Audit and Compliance
will present this item to the Committee.
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Agenda Item VII-A CURRENT 2013

Texas Higher Education Coordinating Board
Internal Audit Charter
January, 2013

Introduction

Internal auditing is an independent and objective assurance and consulting activity that is
guided by a philosophy of adding value to improve the operations of the Texas Higher
Education Coordinating Board. It assists the Texas Higher Education Coordinating Board in
accomplishing its objectives by bringing a systematic and disciplined approach to evaluate and
improve the effectiveness of the organization’s risk management, control, and governance
processes.

Role

The Internal Audit Department is established by the Board of the Texas Higher Education
Coordinating Board (hereafter referred to as the Board). The Internal Audit Department’s
responsibilities are defined by the Board as part of their oversight role.

Professionalism

The Internal Audit Department will govern itself by adherence to the Texas Internal Auditing
Act, Government Auditing Standards promulgated by the Government Accountability Office
(GAO), and The Institute of Internal Auditors’ mandatory guidance including the Definition of
Internal Auditing, the Code of Ethics, the International Standards for the Professional Practice of
Internal Audiiting (Standards). This mandatory guidance constitutes principles of the
fundamental requirements for the professional practice of internal auditing and for evaluating
the effectiveness of the internal audit department’s performance.

The Institute of Internal Auditors’ Practice Advisories, Practice Guides, and the Position Papers
will also be adhered to as applicable to guide operations. In addition, the Internal Audit
Department will adhere to Texas Higher Education Coordinating Board relevant policies and
procedures and the Internal Audit Department’s standard operating procedures manual.

Authority

The Internal Audit Department, with strict accountability for confidentiality and safeguarding
records and information, is authorized full, free, and unrestricted access to any and all of the
Texas Higher Education Coordinating Board's records, physical properties, and personnel
pertinent to carrying out any engagement. All employees are requested to assist the Internal
Audit Department in fulfilling its roles and responsibilities. The Internal Audit Department will
also have free and unrestricted access to the Board.

Organization
The Chief Audit Executive will report functionally to the Board and administratively (i.e. day to
day operations) to the Chief Executive Officer.
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The Board will approve the internal audit charter, the risk-based internal audit plan, and the
internal audit budget. It will also approve all decisions regarding the performance evaluation,
appointment, or removal of the Chief Audit Executive as well as the Chief Audit Executive’s
annual compensation and salary adjustment. The Chief Audit Executive will communicate and
interact directly with the Board, including in executive sessions and between Board meetings as
appropriate.

Independence and Objectivity

The Internal Audit Department will remain free from interference by any element in the
organization, including matters of audit selection, scope, procedures, frequency, timing, or
report content to permit maintenance of a necessary independent and objective mental
attitude.

Internal auditors will have no direct operational responsibility or authority over any of the
activities audited. Accordingly, they will not implement internal controls, develop procedures,
install systems, prepare records, or engage in any other activity that may impair an internal
auditor’s judgment.

Internal auditors must exhibit the highest level of professional objectivity in gathering,
evaluating, and communicating information about the activity or process being examined.
Internal auditors must make a balanced assessment of all the relevant circumstances and not
be unduly influenced by their own interests or by others in forming judgments.

The Chief Audit Executive will confirm to the Board, at least annually, the organizational
independence of the internal audit activity.

Responsibility

The scope of internal auditing encompasses, but is not limited to, the examination and
evaluation of the adequacy and effectiveness of the organization’s governance, risk
management, and internal processes as well as the quality of performance in carrying out
assigned responsibilities to achieve the organization’s stated goals and objectives. This
includes:

¢ Evaluating the reliability and integrity of information and the means used to identify,
measure, classify, and report such information.

e Evaluating the systems established to ensure compliance with those policies, plans,
procedures, laws, and regulations which could have a significant impact on the
organization.

e Evaluating the means of safeguarding assets and, as appropriate, verifying the existence
of such assets.

e Evaluating the effectiveness and efficiency with which resources are employed.

e Evaluating operations or programs to ascertain whether results are consistent with
established objectives and goals and whether the operations or programs are being
carried out as planned.

e Monitoring and evaluating governance processes.
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e Monitoring and evaluating the effectiveness of the organization’s risk management
processes.

e Evaluating the quality of performance of external auditors and the degree of
coordination with the Internal Audit Department.

e Performing consulting and advisory services related to governance, risk management
and control as appropriate for the organization.

e Reporting periodically on the Internal Audit Department’s purpose, authority,
responsibility, and performance relative to its plan.

e Reporting significant risk exposures and control issues, including fraud risks, governance
issues, and other matters needed or requested by the Board.

e Evaluating specific operations at the request of the Board or management, as
appropriate.

Internal Audit Plan

At least annually, the Chief Audit Executive will submit to senior management and the Board an
internal audit plan for review and approval. The internal audit plan will consist of a work
schedule as well as budget and resource requirements for the next fiscal/calendar year. The
Chief Audit Executive will communicate the impact of resource limitations and significant interim
changes to senior management and the Board.

The internal audit plan will be developed based on a prioritization of the audit universe using a
risk-based methodology, including input of senior management and the Board. Any significant
deviation from the approved internal audit plan will be communicated to senior management
and the Board through periodic activity reports.

Reporting and Monitoring

A written report will be prepared and issued by the Chief Audit Executive or designee following
the conclusion of each internal audit engagement and will be distributed as appropriate.
Internal audit results will also be communicated to the Board.

The internal audit report may include management’s response and corrective action taken or to
be taken in regarding to the specific findings and recommendations. Management'’s response,
whether included within the original audit report or provided thereafter (i.e. within 30 days) by
management of the audited area should include a timetable for anticipated completion of action
to be taken and an explanation for any corrective action that will not be implemented.

The Internal Audit Department will be responsible for appropriate follow-up on engagement
findings and recommendations. All significant findings will remain in an open issues file until
cleared.

Periodic Assessment

The Chief Audit Executive will periodically report to the senior management and the Board on
the Internal Audit Department’s purpose, authority, and responsibility, as well as performance
relative to its plan. Reporting will also include significant risk exposures and control issues,
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including fraud risks, governance issues, and other matters needed or requested by senior
management and the Board.

In addition, the Chief Audit Executive will communicate to senior management and the Board
on the Internal Audit Department’s quality assurance and improvement program, including
results of ongoing internal assessments, periodic self-assessments, and external assessments
conducted at least every three years. The Chief Audit Executive must discuss with the Board
the form of external assessments; the qualifications and independence of the external assessor
or assessment team, including any potential conflicts of interest; and the need for more
frequent external assessments.

Internal Audit Department Charter

Approved this day of , 2012,

Chief Audit Executive Chief Executive Officer

Chairman of the Board Chairman of the Agency Operations
Committee
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Texas Higher Education Coordinating Board
Internal Audit Charter
January 2018

A. Purpose and Mission

The purpose of Texas Higher Education Coordinating Board’s (hereinafter THECB) internal audit
department is to provide independent, objective assurance and consulting services designed to
add value and improve THECB's operations. The mission of internal audit is to enhance and
protect organizational value by providing risk-based and objective assurance, advice, and
insight. The internal audit department helps THECB accomplish its objectives by bringing a
systematic, disciplined approach to evaluate and improve the effectiveness of governance, risk
management, and control processes.

B. Standards for the Professional Practice of Internal Auditing

The internal audit department will govern itself by adherence to the Texas Internal Auditing Act,
Government Auditing Standards promulgated by the Government Accountability Office (GAO),
and the mandatory elements of The Institute of Internal Auditors' International Professional
Practices Framework, including the Core Principles for the Professional Practice of Internal
Auditing, the Code of Ethics, the International Standards for the Professional Practice of Internal
Auditing, and the Definition of Internal Auditing. The Director, Internal Audit and Compliance
will report periodically to senior management and the Board of THECB (hereinafter Board)
regarding the internal audit department’s conformance to the Code of Ethics and the Standards.

C. Authority

The Director, Internal Audit and Compliance will report functionally to the Board and
administratively (i.e., day-to-day operations) to the chief executive officer (Commissioner of
Higher Education). To establish, maintain, and assure that THECB’s internal audit department
has sufficient authority to fulfill its duties, the Board will:

. Approve the internal audit department’s charter.

. Approve the risk-based internal audit plan.

. Approve the internal audit department’s budget and resource plan.

. Receive communications from the Director, Internal Audit and Compliance on the
internal audit department’s performance relative to its plan and other matters.

. Approve decisions regarding the appointment and removal of the Director, Internal Audit
and Compliance.

. Approve the remuneration of the Director, Internal Audit and Compliance.

J Make appropriate inquiries of management and the Director, Internal Audit and

Compliance to determine whether there is inappropriate scope or resource limitations.

The Director, Internal Audit and Compliance will communicate and interact directly with the
Board, including in executive sessions and between Board meetings as appropriate.

The Board authorizes the internal audit department to:
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. Have full, free, and unrestricted access to all functions, records, property, and personnel
pertinent to carrying out any engagement, subject to accountability for confidentiality and
safeguarding of records and information.

. Allocate resources, set frequencies, select subjects, determine scopes of work, apply
techniques required to accomplish audit objectives, and issue reports.
. Obtain assistance from the necessary personnel of THECB, as well as other specialized

services from within or outside THECB, in order to complete the engagement.
D. Independence and Objectivity

The Director, Internal Audit and Compliance will ensure that the internal audit department
remains free from all conditions that threaten the ability of internal auditors to carry out their
responsibilities in an unbiased manner, including matters of audit selection, scope, procedures,
frequency, timing, and report content. If the Director, Internal Audit and Compliance
determines that independence or objectivity may be impaired in fact or appearance, the details
of impairment will be disclosed to appropriate parties.

Internal auditors will maintain an unbiased mental attitude that allows them to perform
engagements objectively and in such a manner that they believe in their work product, that no
quality compromises are made, and that they do not subordinate their judgment on audit
matters to others.

Internal auditors will have no direct operational responsibility or authority over any of the
activities audited. Accordingly, internal auditors will not implement internal controls, develop
procedures, install systems, prepare records, or engage in any other activity that may impair
their judgment, including:

. Assessing specific operations for which they had responsibility within the previous year.
o Performing any operational duties for THECB.

. Initiating or approving transactions external to the internal audit department.

. Directing the activities of any THECB employee not employed by the internal audit
department, except to the extent that such employees have been appropriately assigned to
auditing teams or to otherwise assist internal auditors.

Where the Director, Internal Audit and Compliance has or is expected to have roles and/or
responsibilities that fall outside of internal auditing, safeguards will be established to limit
impairments to independence or objectivity.

Internal auditors will:

. Disclose any impairment of independence or objectivity, in fact or appearance, to
appropriate parties.

o Exhibit professional objectivity in gathering, evaluating, and communicating information
about the activity or process being examined.

o Make balanced assessments of all available and relevant facts and circumstances.

o Take necessary precautions to avoid being unduly influenced by their own interests or

by others in forming judgments.
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The Director, Internal Audit and Compliance will confirm to the Board, at least annually, the
organizational independence of the internal audit department.

The Director, Internal Audit and Compliance will disclose to the Board any interference and
related implications in determining the scope of internal auditing, performing work, and/or
communicating results.

E. Scope of Internal Audit Activities

The scope of internal audit activities encompasses, but is not limited to, objective examinations
of evidence for the purpose of providing independent assessments to the Board, management,
and outside parties on the adequacy and effectiveness of governance, risk management, and
control processes for THECB. Internal audit assessments include evaluating whether:

. Risks relating to the achievement of THECB's strategic objectives are appropriately
identified and managed.

. The actions of THECB's officers, directors, employees, and contractors are in compliance
with THECB's policies, procedures, and applicable laws, regulations, and governance standards.
. The results of operations or programs are consistent with established goals and
objectives.

. Operations or programs are being carried out effectively and efficiently.

. Established processes and systems enable compliance with the policies, procedures,
laws, and regulations that could significantly impact THECB.

. Information and the means used to identify, measure, analyze, classify, and report such
information are reliable and have integrity.

o Resources and assets are acquired economically, used efficiently, and protected
adequately.

The Director, Internal Audit and Compliance will report periodically to senior management and
the Board regarding:

. The internal audit department’s purpose, authority, and responsibility.

. The internal audit department’s plan and performance relative to its plan.

. The internal audit department’s conformance with The IIA’s Code of Ethics and
Standards, and action plans to address any significant conformance issues.

. Significant risk exposures and control issues, including fraud risks, governance issues,
and other matters requiring the attention of, or requested by, the Board.

. Results of audit engagements or other activities.

J Resource requirements.

. Any response to risk by management that may be unacceptable to THECB.

The Director, Internal Audit and Compliance also coordinates activities, where possible, and
considers relying upon the work of other internal and external assurance and consulting service
providers as needed. The internal audit department may perform advisory and related client
service activities, the nature and scope of which will be agreed with the client, provided the
internal audit department does not assume management responsibility.

Opportunities for improving the efficiency of governance, risk management, and control
processes may be identified during engagements. These opportunities will be communicated to
the appropriate level of management.
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F. Responsibility

The Director, Internal Audit and Compliance has the responsibility to:

. Submit, at least annually, to senior management and the Board a risk-based internal
audit plan for review and approval.

. Communicate to senior management and the Board the impact of resource limitations
on the internal audit plan.

. Review and adjust the internal audit plan, as necessary, in response to changes in
THECB's business, risks, operations, programs, systems, and controls.

. Communicate to senior management and the Board any significant interim changes to
the internal audit plan.

. Ensure each engagement of the internal audit plan is executed, including the

establishment of objectives and scope, the assignment of appropriate and adequately
supervised resources, the documentation of work programs and testing results, and the
communication of engagement results with applicable conclusions and recommendations to
appropriate parties.

. Follow up on engagement findings and corrective actions, and report periodically to
senior management and the Board any corrective actions not effectively implemented.

J Ensure the principles of integrity, objectivity, confidentiality, and competency are applied
and upheld.

. Ensure the internal audit department collectively possesses or obtains the knowledge,
skills, and other competencies needed to meet the requirements of the internal audit charter.

. Ensure trends and emerging issues that could impact THECB are considered and
communicated to senior management and the Board as appropriate.

. Ensure emerging trends and successful practices in internal auditing are considered.

. Establish and ensure adherence to policies and procedures designed to guide the
internal audit department.

. Ensure adherence to THECB's relevant policies and procedures, unless such policies and

procedures conflict with the internal audit charter. Any such conflicts will be resolved or
otherwise communicated to senior management and the Board.

. Ensure conformance of the internal audit department with the Standards, with the
following qualifications:
o] If the internal audit department is prohibited by law or regulation from conformance

with certain parts of the Standards, the Director, Internal Audit and Compliance will ensure
appropriate disclosures and will ensure conformance with all other parts of the Standards.

o] If the Standards are used in conjunction with requirements issued by other authoritative
bodies, the Director, Internal Audit and Compliance will ensure that the internal audit
department conforms with the Standards, even if the internal audit department also conforms
with the more restrictive requirements of other authoritative bodies.

G. Quality Assurance and Improvement Program

The internal audit department will maintain a quality assurance and improvement program that
covers all aspects of the internal audit department. The program will include an evaluation of
the internal audit department’s conformance with the Standards and an evaluation of whether
internal auditors apply The IIA’s Code of Ethics. The program will also assess the efficiency and
effectiveness of the internal audit department and identify opportunities for improvement.
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The Director, Internal Audit and Compliance will communicate to senior management and the
Board on the internal audit department’s quality assurance and improvement program, including
results of internal assessments (both ongoing and periodic) and external assessments
conducted at least once every three years by a qualified, independent assessor or assessment
team from outside THECB.

Approval/Signatures

Director, Internal Audit and Compliance Date
THECB Board Chair Date
Chief Executive Officer Date

(Commissioner of Higher Education)



Agenda Item VII-A PROPOSED 2018 (clean copy)

Texas Higher Education Coordinating Board
Internal Audit Charter
January 2018

A. Purpose and Mission

The purpose of Texas Higher Education Coordinating Board’s (hereinafter THECB) internal audit
department is to provide independent, objective assurance and consulting services designed to
add value and improve THECB's operations. The mission of internal audit is to enhance and
protect organizational value by providing risk-based and objective assurance, advice, and
insight. The internal audit department helps THECB accomplish its objectives by bringing a
systematic, disciplined approach to evaluate and improve the effectiveness of governance, risk
management, and control processes.

B. Standards for the Professional Practice of Internal Auditing

The internal audit department will govern itself by adherence to the Texas Internal Auditing Act,
Government Auditing Standards promulgated by the Government Accountability Office (GAO),
and the mandatory elements of The Institute of Internal Auditors' International Professional
Practices Framework, including the Core Principles for the Professional Practice of Internal
Auditing, the Code of Ethics, the International Standards for the Professional Practice of Internal
Auditing, and the Definition of Internal Auditing. The Director, Internal Audit and Compliance
will report periodically to senior management and the Board of THECB (hereinafter Board)
regarding the internal audit department’s conformance to the Code of Ethics and the Standards.

C. Authority

The Director, Internal Audit and Compliance will report functionally to the Board and
administratively (i.e., day-to-day operations) to the chief executive officer (Commissioner of
Higher Education). To establish, maintain, and assure that THECB’s internal audit department
has sufficient authority to fulfill its duties, the Board will:

. Approve the internal audit department’s charter.

. Approve the risk-based internal audit plan.

. Approve the internal audit department’s budget and resource plan.

. Receive communications from the Director, Internal Audit and Compliance on the
internal audit department’s performance relative to its plan and other matters.

. Approve decisions regarding the appointment and removal of the Director, Internal Audit
and Compliance.

. Approve the remuneration of the Director, Internal Audit and Compliance.

J Make appropriate inquiries of management and the Director, Internal Audit and

Compliance to determine whether there is inappropriate scope or resource limitations.

The Director, Internal Audit and Compliance will communicate and interact directly with the
Board, including in executive sessions and between Board meetings as appropriate.
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The Board authorizes the internal audit department to:

. Have full, free, and unrestricted access to all functions, records, property, and personnel
pertinent to carrying out any engagement, subject to accountability for confidentiality and
safeguarding of records and information.

. Allocate resources, set frequencies, select subjects, determine scopes of work, apply
techniques required to accomplish audit objectives, and issue reports.
. Obtain assistance from the necessary personnel of THECB, as well as other specialized

services from within or outside THECB, in order to complete the engagement.
D. Independence and Objectivity

The Director, Internal Audit and Compliance will ensure that the internal audit department
remains free from all conditions that threaten the ability of internal auditors to carry out their
responsibilities in an unbiased manner, including matters of audit selection, scope, procedures,
frequency, timing, and report content. If the Director, Internal Audit and Compliance
determines that independence or objectivity may be impaired in fact or appearance, the details
of impairment will be disclosed to appropriate parties.

Internal auditors will maintain an unbiased mental attitude that allows them to perform
engagements objectively and in such a manner that they believe in their work product, that no
quality compromises are made, and that they do not subordinate their judgment on audit
matters to others.

Internal auditors will have no direct operational responsibility or authority over any of the
activities audited. Accordingly, internal auditors will not implement internal controls, develop
procedures, install systems, prepare records, or engage in any other activity that may impair
their judgment, including:

. Assessing specific operations for which they had responsibility within the previous year.
. Performing any operational duties for THECB.

. Initiating or approving transactions external to the internal audit department.

. Directing the activities of any THECB employee not employed by the internal audit
department, except to the extent that such employees have been appropriately assigned to
auditing teams or to otherwise assist internal auditors.

Where the Director, Internal Audit and Compliance has or is expected to have roles and/or
responsibilities that fall outside of internal auditing, safeguards will be established to limit
impairments to independence or objectivity.

Internal auditors will:

. Disclose any impairment of independence or objectivity, in fact or appearance, to
appropriate parties.

o Exhibit professional objectivity in gathering, evaluating, and communicating information
about the activity or process being examined.

o Make balanced assessments of all available and relevant facts and circumstances.
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o Take necessary precautions to avoid being unduly influenced by their own interests or
by others in forming judgments.

The Director, Internal Audit and Compliance will confirm to the Board, at least annually, the
organizational independence of the internal audit department.

The Director, Internal Audit and Compliance will disclose to the Board any interference and
related implications in determining the scope of internal auditing, performing work, and/or
communicating results.

E. Scope of Internal Audit Activities

The scope of internal audit activities encompasses, but is not limited to, objective examinations
of evidence for the purpose of providing independent assessments to the Board, management,
and outside parties on the adequacy and effectiveness of governance, risk management, and
control processes for THECB. Internal audit assessments include evaluating whether:

. Risks relating to the achievement of THECB's strategic objectives are appropriately
identified and managed.

. The actions of THECB's officers, directors, employees, and contractors are in compliance
with THECB's policies, procedures, and applicable laws, regulations, and governance standards.
. The results of operations or programs are consistent with established goals and
objectives.

. Operations or programs are being carried out effectively and efficiently.

. Established processes and systems enable compliance with the policies, procedures,
laws, and regulations that could significantly impact THECB.

. Information and the means used to identify, measure, analyze, classify, and report such
information are reliable and have integrity.

o Resources and assets are acquired economically, used efficiently, and protected
adequately.

The Director, Internal Audit and Compliance will report periodically to senior management and
the Board regarding:

. The internal audit department’s purpose, authority, and responsibility.

. The internal audit department’s plan and performance relative to its plan.

. The internal audit department’s conformance with The IIA’s Code of Ethics and
Standards, and action plans to address any significant conformance issues.

. Significant risk exposures and control issues, including fraud risks, governance issues,
and other matters requiring the attention of, or requested by, the Board.

. Results of audit engagements or other activities.

J Resource requirements.

. Any response to risk by management that may be unacceptable to THECB.

The Director, Internal Audit and Compliance also coordinates activities, where possible, and
considers relying upon the work of other internal and external assurance and consulting service
providers as needed. The internal audit department may perform advisory and related client
service activities, the nature and scope of which will be agreed with the client, provided the
internal audit department does not assume management responsibility.



Agenda Item VII-A PROPOSED 2018 (clean copy)

Opportunities for improving the efficiency of governance, risk management, and control
processes may be identified during engagements. These opportunities will be communicated to
the appropriate level of management.

F. Responsibility

The Director, Internal Audit and Compliance has the responsibility to:

. Submit, at least annually, to senior management and the Board a risk-based internal
audit plan for review and approval.

. Communicate to senior management and the Board the impact of resource limitations
on the internal audit plan.

. Review and adjust the internal audit plan, as necessary, in response to changes in
THECB's business, risks, operations, programs, systems, and controls.

. Communicate to senior management and the Board any significant interim changes to
the internal audit plan.

. Ensure each engagement of the internal audit plan is executed, including the

establishment of objectives and scope, the assignment of appropriate and adequately
supervised resources, the documentation of work programs and testing results, and the
communication of engagement results with applicable conclusions and recommendations to
appropriate parties.

. Follow up on engagement findings and corrective actions, and report periodically to
senior management and the Board any corrective actions not effectively implemented.

. Ensure the principles of integrity, objectivity, confidentiality, and competency are applied
and upheld.

. Ensure the internal audit department collectively possesses or obtains the knowledge,
skills, and other competencies needed to meet the requirements of the internal audit charter.

. Ensure trends and emerging issues that could impact THECB are considered and
communicated to senior management and the Board as appropriate.

. Ensure emerging trends and successful practices in internal auditing are considered.

. Establish and ensure adherence to policies and procedures designed to guide the
internal audit department.

. Ensure adherence to THECB's relevant policies and procedures, unless such policies and

procedures conflict with the internal audit charter. Any such conflicts will be resolved or
otherwise communicated to senior management and the Board.

. Ensure conformance of the internal audit department with the Standards, with the
following qualifications:
o] If the internal audit department is prohibited by law or regulation from conformance

with certain parts of the Standards, the Director, Internal Audit and Compliance will ensure
appropriate disclosures and will ensure conformance with all other parts of the Standards.

o] If the Standards are used in conjunction with requirements issued by other authoritative
bodies, the Director, Internal Audit and Compliance will ensure that the internal audit
department conforms with the Standards, even if the internal audit department also conforms
with the more restrictive requirements of other authoritative bodies.
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G. Quality Assurance and Improvement Program

The internal audit department will maintain a quality assurance and improvement program that
covers all aspects of the internal audit department. The program will include an evaluation of
the internal audit department’s conformance with the Standards and an evaluation of whether
internal auditors apply The IIA’s Code of Ethics. The program will also assess the efficiency and
effectiveness of the internal audit department and identify opportunities for improvement.

The Director, Internal Audit and Compliance will communicate to senior management and the
Board on the internal audit department’s quality assurance and improvement program, including
results of internal assessments (both ongoing and periodic) and external assessments
conducted at least once every three years by a qualified, independent assessor or assessment
team from outside THECB.

Approval/Signatures

Director, Internal Audit and Compliance Date
THECB Board Chair Date
Chief Executive Officer Date

(Commissioner of Higher Education)



Committee on Agency Operations

AGENDA ITEM VII-B

Update on Internal Audit Reports and Activities

RECOMMENDATION: No action required

BACKGROUND INFORMATION:

The Internal Audit Department completed four projects during the reporting period since
the October 2017 Agency Operations Committee meeting. The reports include:

1. Final Report - A Follow Up Review of An Internal Audit of Tuition
Equalization Grant Administration
2. Final Report - Performance Measures and Survey Instruments for
Fiscal Year 2017
3. Final Report - Perkins Complaint
4. Final Report - A Review of Contract Administration
Update on Internal Audit activities
Audits In Progress Stage of Project
A Review of Formula Funding Planning
A Follow Up Review of College Access Loan Administration Fieldwork
A Review of the Physician Education Loan Repayment Program Planning

Other Internal Audit Activities

» Coordinated external audits—SAO, KPMG, etc.
» Developed a Quality Assurance and Improvement Program report for FY 17.
» Hired a new Internal Auditor with the new position made available in FY 18.

The final reports for items 1, 2 and 3 above, are attached. The final report for item 4
will be provided. Mark Poehl, Director of Internal Audit and Compliance will present this item to
the Committee.

01/18
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December 6, 2017

Dr. Raymund A. Paredes
Commissioner of Higher Education
1200 E. Anderson Lane

Austin, TX 78752

Dear Dr. Paredes:

The Texas Higher Education Coordinating Board implemented the
recommendations in our prior report, An Internal Audit of Tuition Equalization Grant
Administration, issued June 22, 2016.

Management implemented all five outstanding audit recommendations by:

¢ Revising and improving program guidelines to align with applicable rules;

e Considering eliminating the current rule-based requirements for an
annual audit of TEG awards and obtaining risk-based coverage of
important compliance requirements;

e Consolidating institutional annual reporting to provide more efficient and
reliable data and aligning reporting with applicable rule and statutes
requirements;

e Implementing a periodic review policy to adequately limit employee
folder access and implementing a routine system of access review; and

e Establishing a routine process for reviewing and confirming institution
eligibility including strengthening annual review and documentation of
accreditation status and Financial Aid Agreement status.

We conducted this follow-up audit in conformance with the International
Standards for the Professional Practice of Internal Auditing and in accordance with
the Generally Accepted Government Auditing Standards (GAGAS).

If you have any questions or comments, please let me know.
Sincerely, M o
e \ W \1\8\

Mark A. Poehl, CPA, CIA, CISA, CFE
Director, Internal Audit and Compliance

A Follow Up Review of An Internal Audit of Tuition Equalization Grant Administration | 1
Report No. THECB-IA-WP-17-197
December 2017




PERFORMED BY:
Mr. Paul Maeyaert, JD, MBA, CIA, CGAP; Auditor
cc:

THECB
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Commissioner’s Office

Dr. David Gardner, Deputy Commissioner for Academic Planning and Policy
Ms. Linda Battles, Deputy Commissioner for Agency Operations and
Communications
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Mr. Ken Martin, Assistant Commissioner for Financial Services

Student Financial Aid Programs

Mr. Charles Puls, Deputy Assistant Commissioner, Student Financial Aid Programs
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Requirements for Improvement

International Standards for the Professional Practice of Internal Auditing

Standard 1300-Quality Assurance and Improvement Program (QAIP): The Chief Audit
Executive must develop and maintain a quality assurance and improvement program
that covers all aspects of the internal audit activity. To implement this standard, the
chief audit executive must consider the requirements related to its five essential
components:

e Internal assessments (Standard 1311)

e [External assessments (Standard 1312)

e Communication of QAIP results (Standard 1320)

e Proper use of a conformance statement (Standard 1321)

e Disclosure of nonconformance (Standard 1322)

Generally Accepted Government Auditing Standards (GAGAS)

Chapter 3-General Standards-Each audit organization performing audits in accordance
with GAGAS must:

a. Establish and maintain a system of quality control that is designed to provide the
audit organization with reasonable assurance that the organization and its
personnel comply with professional standards and applicable legal and regulatory
requirements, and

b. Have an external peer review performed by reviewers independent of the audit
organization being reviewed at least once every 3 years.

Professional Requirements and Auditor Independence

The Internal Audit and Compliance Department conducts audits in conformance with
GAGAS promulgated by the Comptroller General of the United States and the Institute
of Internal Auditors (IIA’s) International Standards for the Professional Practice of
Internal Auditing and Code of Ethics. These standards require that we be independent
from any entity or person that we audit or may audit and be objective when conducting
such audits. Furthermore, ITA Standards require that the Chief Audit Executive confirm
to the Board, at least annually, the organizational independence of the internal audit
activity. THECB Internal Audit and Compliance is organizationally independent of
management and as such, remains objective when conducting audits.

Quality Assurance and Improvement Program for Fiscal Year 2017
Report No. THECB-IA-WP-18-203

Page 2 of 7



Internal Assessments

Internal Audit Performance Measures—for Fiscal Year 2016 and 2017

Performance Measure/Goal

Results

Fiscal Year End August 31, 2016

Fiscal Year End August 31, 2017

1.  Was the approved annual audit plan achieved?

Substantial achievement is the goal, with a target
of 90% of project workload completed by year end.

Full Achievement 100%

Full Achievement 100%

2. Were final audit reports sent timely to oversight
bodies?

Substantial achievement is the goal, with a target

0of 100% of final reports sent to oversight bodies

within 30 days of final report issuance.

Full Achievement 100%

Full Achievement 100%

3. Was the Internal Audit Annual Report
submitted timely?
This report has a November 1 statutory deadline.

Full Achievement 100%

Report sent 10/21/2016.

Full Achievement 100%

Report sent 10/27/2017.

4. Was the Internal Audit Annual Plan prepared in
a timely manner?

Advance preparation activity must be staged

throughout the year to ensure that the final Annual

Plan is ready for board approval at the July

meeting.

Full Achievement 100%

Annual Plan was presented and
approved in July, 2016.

Full Achievement 100%

Annual Plan was presented and
approved in July, 2017.

5. Was the Internal Audit function in general
conformity with professional standards, as
measured by the External Quality Assurance
Review?

General conformance with the Institute of Internal

Auditors Professional Standards is the highest

rating, followed by Partial Conformance and Non-

Conformance.

Full Achievement 100%

General conformance was
expressed in the most recent
External Quality Assurance
Review conducted in FY 16.

Full Achievement 100%

General conformance was
expressed in the most recent
External Quality Assurance
Review conducted in FY 16.

6. Was the Internal Audit function in general
conformity with professional standards, as
measured by an annual internal self-
assessment?

General conformance with the Institute of Internal

Full Achievement 100%
General conformance was
expressed in the most recent
internal self-assessment

Full Achievement 100%
General conformance was
expressed in the most recent
internal self-assessment

Auditors Professional Standards is the highest conducted in FY 16. conducted in FY 17.

rating, followed by Partial Conformance and Non-

Conformance.

7. Was internal audit time used efficiently and Full Achievement 100% | Full Achievement 100%

effectively?

Internal Audit holds itself to responsible standards
for the effective and efficient use of auditor time. A
benchmark standard of 75% of each auditor’s time
being charged to an audit, or being related to

conducting audits, is the goal.

82% of available auditor time
was directly used for audits or
audit-related activity.

88% of available auditor time
was directly used for audits or
audit-related activity.

Quality Assurance and Improvement Program for Fiscal Year 2017
Report No. THECB-IA-WP-18-203

Page 3 of 7




Internal Audit Internal Review

Internal Audit performed an assessment of internal audit work quality to satisfy the
requirements of professional auditing standards. The self-assessment of internal audit
work quality was based on an evaluation of the audit project An Internal Audit of Texas
Educational Opportunity Grant (TEOG) Administration Report No. THECB IA-WP-17-
192, issued in May 2017. The review was conducted using the self-assessment tool
outlined by the State Agency Internal Audit Forum in their Peer Review Process
Manual.

Internal Audit also updated the THECB Internal Audit Policies and Procedures as part
of its ongoing quality assurance and improvement program.

Quality Assurance and Improvement Program for Fiscal Year 2017
Report No. THECB-IA-WP-18-203
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Compliance Monitoring Performance Measures for Fiscal Year 2017

Performance Measure/Goal Results
Fiscal Year End August 31, 2017
8. Was the approved annual audit plan achieved? Partial Achievement 68%

Substantial achievement is the goal, with a target of 90% of project
workload completed by year end.

The state-mandated hiring freeze had a
significant impact on plan accomplishment.

9. Were final audit reports sent timely to oversight bodies? Full Achievement 100%
Substantial achievement is the goal, with a target of 100% of final

reports sent to oversight bodies within 30 days of final report issuance.

10. Was the Compliance Monitoring Annual Plan prepared in a timely Full Achievement 100%

manner?

Advance preparation activity must be staged throughout the year to
ensure that the final Annual Plan is ready for board approval at the
July meeting.

Annual Plan was presented and approved in
July, 2017.

11. Was the Compliance Monitoring function in general conformity with
professional standards, as measured by the External Quality
Assurance Review?

Pass with Generally Accepted Government Auditing Standards is the
highest rating, followed by Pass with Deficiencies and Fail.

Full Achievement 100%

Pass was expressed in the most recent
External Quality Assurance Review conducted
in FY 16.

12. Was Compliance monitoring audit time used efficiently and
effectively?

Compliance Monitoring holds itself to responsible standards for the
effective and efficient use of auditor time. A benchmark standard of
75% of each auditor’s time being charged to an audit, or being related
to conducting audits, is the goal.

Full Achievement 100%

79% of available auditor time was directly
used for audits or audit-related activity.

13. How many third party inquiries were resolved through Compliance
Monitoring assistance?

Substantial achievement is the goal, with a target of 100% of responses
to third party requests.

Full Achievement 100%

Compliance Monitoring responded to 15
inquiries during fiscal year 2017.

Quality Assurance and Improvement Program for Fiscal Year 2017

Report No. THECB-IA-WP-18-203
Page 5 of 7




External Assessment

G Shemo Consulting Inc.
George J. Shemo, CPA, CGMA

13 Pearce Lane
Ballston Lake, New York 12019

Office: 518-399-3235 Certified: NYS
518-894-7477 Member; AICPA
Email: gjsmo | @nycap rr.com NYSSCPA
1A
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By 2030, at least 60 percent of Texans ages 25-34
will have a certificate or degree,

REPORT ON THE EXTERNAL QUALITY ASSESSMENT OF

TEXAS HIGHER EDUCATION
COORDINATING BOARD

INTERNAL AUDIT and COMPLIANCE DEPARTMENT

September 28, 2016

1

Quality Assurance and Improvement Program for Fiscal Year 2017
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G Shemo Consulting

Overall Opinions on Conformance

September 20, 2016

Under a contractual agreement with the Texas Higher Education Coordinating Board (THECB),
G Shemo Consulting Inc. (GSC) has conducted an independent External Quality Assessment
(EQA) of the THECB Internal Audit activity (IA activity) in the Internal Audit and Compliance
Department (IACD).

The review was conducted during the period of September 12, 2016 to September 20, 2016 at the
offices of THECB in Austin, Texas. This EQA was conducted as required by the Institute of
Internal Auditors’ (11A) Standard 1312, in accordance with the approach and procedures
contained in the 1A “Quality Assessment Manual” (Issued August 1, 2013). Further, this EQA
included a Peer Review of [A activity conformance with applicable GAO Standards, and was
conducted according to the requirements contained in GAO Standards 3.96 to 3.107. Finally,
this EQA included an assessment of 1A activity compliance with the requirements of the Texas
Internal Auditing Act.

GSC attests that it is fully qualified to conduct this EQA of the IA activity, and that GSC is
independent in all respects to THECB and the IACD. Based on the results of this EQA, GSC has
reached the following conclusions:

In regard to the I1A Standards:
[t is our overall opinion that, as of September 15, 2016, the THECB 1A activity “Generally

Conforms” to the l1A Standards, the Code of Ethics, and Definition of Internal Auditing.
“Generally Conforms” is the top rating provided within IIA QA guidance, with the others being
“Partially Conforms™ and “Does Not Conform”. For a detailed list of conformance to individual
1A Standards, please see Attachment A. The QA team has identificd opportunities for further
enhancing the 1A activity, details of which are provided in this rcport.

In regard to the GAO Standards:

[t is our overall opinion that the THECB IA activity’s QAIP was suitably designed and complied
with, for the year ended August 31, 2016, in order to provide reasonable assurance of performing
and reporting in conformity with applicable GAO standards in all material respects.

Accordingly, in our opinion, the appropriate Peer Review Rating for the IA activity is “Pass”.
This rating is the highest of the three ratings provided within GAO Standards, with the other
ratings being “Pass With Deficiencies”, and “Fail”. For a detailed list of conformance to
individual GAO Standards, please see Attachment B.

1 to the Texas Internal Auditing Act:
It is our overall opinion that, as of September 15, 2016, the IA activity conforms to all the
requirements contained within the Texas Internal Auditing Act.

ey

George J Shemo, CPA, CGMA
President, G Shemo Consulting Inc.

Quality Assurance and Improvement Program for Fiscal Year 2017
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December 27, 2017
Dr. Paredes:

We completed an inquiry regarding an administrative complaint in the Academic
Quality and Workforce (AQW) Division. The complaint alleged that a member of AQW
management was charging more time than actually spent working on the federal Perkins
grant. The complainant further alleged that documentation requirements for time charged
to the Perkins grant were inconsistent.

The complaint was substantiated, in that a Deputy Assistant Commissioner
charged, for the 11 month period from September 2016 through July 2017, roughly one
third of his salary or $40,000 in error to the Perkins grant’. The reason for the overcharge
was that the Deputy Assistant Commissioner’s “home code” in CAPPSHR, the agency’s time
reporting system, was set to Perkins and not to AQW Administration like most of the staff
in the division. CAPPSHR is set up to charge all time entered to an employee’s home code,
unless separate entries are made and explicitly coded to an exception code. The Deputy
Assistant Commissioner made separate entries during the eleven month period, but did not
explicitly assign those entries to an exception code. Therefore, CAPPSHR processed those
entries as if they were made to the home code and thereby negated the Deputy Assistant
Commissioner’s attempt to segregate time charged to Perkins from time charged to AQW
Administration. All of the Deputy Assistant Commissioner’s timesheets for the eleven
month period were approved by the Assistant Commissioner for AQW under the mistaken
interpretation that the time he was approving was adequately separated between AQW
and Perkins programs.

The overcharging to the Perkins program was first detected by the Assistant
Commissioner for AQW. He asked for a special report to be run, showing the percentage
and dollar amounts of time charged to the Perkins program. Aside from this ad hoc report
requested by the AQW Division, there is no routine reporting from CAPPSHR to program
managers, summarizing time charged to their areas of responsibility.

Regarding documentation inconsistencies alleged in the complaint, differences
were noted in the level of detail being entered on CAPPSHR timesheets for time charged to
the Perkins grant. For one month of timesheets reviewed in fiscal year 2017, five staff
entered supplemental comments regarding the nature of work performed while four staff
did not enter supplemental comments. 2 CFR Part 200.430 (i) Standards for
Documentation of Personnel Expenses states, “(1) Charges to Federal awards for salaries
and wages must be based on records that accurately reflect the work performed... (2)For
records which meet the standards required in paragraph (i)(1) of this section, the non-
Federal entity will not be required to provide additional support or documentation for the

! Accounting entries were made on August 31, 2017, to correct the error and accurately
reflect time charged to the Perkins grant.




work performed, other than... (3) records indicating the total number of hours worked each
day....”

The following recommendations are made, based on the issues noted above.

Recommendation 1

Review CAPPSHR home code assignments across the agency to ensure all home codes are
correct and understood. Provide enhanced reports on a routine basis to summarize hours
and percentages charged to programs under a manager’s purview.

Management Response

Management agrees with the recommendation. After the start of each fiscal year, Payroll
will provide a report of all agency employees with their name and home program/PCA
assignment to all Deputy Commissioners, General Counsel and Assistant Commissioners for
their review. This will enhance visibility to management as to where their staff is actually
being charged for payroll purposes and then submit an action in the Personnel Action and
Logistics (PAL) system for any corrections needed. Payroll wilt provide monthly an
exception report listing any employee who transferred some, or all, of their time to
another program/PCA during the previous month. Initial reports were provided in
November, 2017, and will continue thereafter.

Recommendation 2
Review CAPPSHR time report training, and develop procedures to promote standardization
and minimum documentation necessary to satisfy federal regulations.

Management Response

Management agrees with the recommendation. The AQW division has consulted with
KPMG and Internal Audit regarding the reporting of time in CAPPS, and an appropriate
level of federal time documentation captured by CAPPS. Based on their recommendation,
the AQW division has standardized the reporting of time across the division in a fashion
that will reflect consistent reporting, minimize the level of documentation required, and
comply with all applicable laws and rules. This information will be shared across the
agency, to ensure that federal time is documented in a standardized way. This training will
be begin with an initial discussion at the Cross-Divisional meeting on January 17, 2018.
Agency policy will be developed by February 2g,7018.

ka6l

Mark Poehl
Director, Internal Audit and Compliance

Cc: David Gardner
Linda Battles
Ken Martin
Bill Franz
Rex Peebles



Committee on Agency Operations

AGENDA ITEM VIII

Executive Session

A. Pursuant to Texas Government Code Section 551.071, Consultation with
Attorney, the Agency Operations Committee will meet in closed session to discuss and
receive its attorney’s advice on legal matters relating to Agenda Item VII-B(4).
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